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Setup and Configuration

SSH Connection and Web Orientation
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Instance Information

= Ubuntu 24.04 VM

= Each VM contains:
= Hosthame
=> Floating IP

= Username: wis2user

ubuntu
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SSH Connection general information

= Following ports have to be added to the ssh tunnel:
=>» 80: wis2box-ui
=>» 1883: wis2box-broker
=» 3000: wis2box-grafana
= 9001: wis2box-minio
=» 8080: wis2downloader-ui
=» 3001: wis2downloader-grafana
= 5002: wis2downoader-api
=» 1884: globalbroker
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Connection via PuTTY on Windows

SSH Connection and Web Orientation
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SSH Connection to Virtual

Machine with PUTTY

= You will be provided with
the following items for a
secure login:

= Username: wis2user
= Password

= In PUTTY, go to
,Connection -> SSH
-> Tunnels®

= Port forwarding via ssh
Tunnels

ﬁ PuTTY Configuration

Category:

E--Window
! . Appearance
- Behaviour
i i Translation
| B Selection
- Colours
- Connection
- Data
- Proxy
=-55H

- Cipher
- Auth

- %11

- Tunnels
- Bugs

- Serial
- Telnet
- Rlogin

- Host keys

- More bugs

~

About

Help

Options cantroling SSH port forwarding

Port forwarding
] Local ports accept connections from other hosts
[ ] Remote ports do the same (S5H-2 anly)

Forwarded ports: T
Add new forwarded port:

Source port I:l Add
Destination | |
(® Local () Remote () Dynamic

(® Auto () IPvd () 1PvE
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SSH Connection to Virtual
Machine with PUTTY

= Enter the port into the
,oource port” text field

= Enter the localhost
address with port into the
,Destination” text field

= Click ,Add"

ﬁ PuTT¥ Configuration

Category:

- Keyboard ~
- Bell

- Features

= Window

- Appearance
- Behaviour
- Translation

[+ Selection

- Colours

[=- Connection

- Data
- Prowy

- 55H

- Host keys

- Cipher

- Auth

- X1

- Tunnels

- Bugs

- More bugs W

About

Help

Options controling S5H port forwarding

Port farwarding

[] Local ports accept connections from ather hosts

[] Remote parts do the same (S5H-2 only)

Forwarded ports:

Remove
Add new forwarded port:
Destination |Incalhnst:8ﬂ3ﬂ| |
(@) Local () Remote () Dynamic
(®) Auto () IPvd () IPvE

Cancel
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SSH Connection to Virtual
Machine with PUTTY
= Go to ,Session®

= Enter your given IP-
Address into the ,Host
Name“ text field

= A terminal window will open

= Enter the username:
wis2user

= Enter the corresponding
password given to you

ﬁ PuTTY Configuration

Cateqaory:

- Keyboard
- Bell
- Features
=)~ Window
- Appearance
- Behawviour
- Tranglation
[+ Selection
- Colours
[=)- Connection
. Data
- Proxy
B 55H

- Serial
- Telnet
- Rlogin
- SUUPDUP

About Help

? 4
Basic options for your PUTTY session
Specify the destination you want to connect to
Haost Mame (or IP address) Part
|<ewc*u'm-ip-address>| | |22
Connection type:
(@ 55H () Sedal () Other: | Telnet e
Load, save or delete a stored session
Saved Sessions
Default Settings Load
Perseus =
Satofi2 Save
Delete
Close window on exit:
() Aways (O Never (@ Only on clean exit
Open Cancel
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Connection via terminal on Linux

SSH Connection and Web Orientation
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SSH Connection to Virtual Machine

over linux terminal
= You will be provided with the following items for a secure login:

= Username: wis2user

= Password

= Establish the connection via ssh:

ssh 1883:1ocalhost:1883 3000:1ocalhost:3000 8080:1ocalhost:8080 wis2user@<EWC-IP>

= For each Tunnel use the “—L” option like following: “-L source-port:localhost:port”

=» SSH Tunneling to access necessary ports (Grafana, wis2downloader...)
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Usage of WInSCP and SCP

= WInSCP:
=» Transmission Protocol: SCP
=» Server address: The IP-Address given to you
= Username: wis2user
=» Password: The Password given to you
= SCP:
= Send files ====> scp /your/file/path wis2user@ip:/your/file/path

=2 Recejve files ==> scp wis2user@ip:/your/file/path /your/file/path
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Access Sites

= Since the traffic will be going through an ssh tunnel, you will be accessing the
sites in a web browser of your choice via your localhost:

= WIS2Box-Ul: http://localhost:80

= WIS2Box-Grafana: http://localhost:3000

= WIS2Box-MinlO: http://localhost:9001

= WIS2Downloader: http://localhost:8080

= WIS2Downloader-Grafana: http://localhost:3001
= WIS2Downloader-api: http://localhost:5002

= WIS2Box-Broker is available via port 1883 in MQTT Explorer:
http://localhost:1883

= Global Broker is available via port 1884 in MQTT Explorer: http://localhost:1884
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